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This paper presents the analysis and design of a chaotic noise generator using statistical mechanic tools.
The noise generator is a CMOS analog circuit operating in current mode, which generates chaotic signals
using four Bernoulli chaotic maps with topological dependency on each other. They are randomly or
deterministically selected to be applied by iterating an initial condition. These variants of the Bernoulli
map are different in their slope and attenuation process. The initial condition can be considered as the
secret key in the generation of chaotic noise. The advantage of this chaotic noise generator is that its’ con-
trol parameter can be selected within an interval greater than the one obtained when basic Bernoulli map
is used.

� 2011 Elsevier B.V. All rights reserved.
1. Introduction

Noise generators have multiple applications in different areas.
In daily life the noise generators are used to emulate rain, waterfall
or surf. They are used for better sleeping, privacy enhancement,
blocking distractions, masking tinnitus, pacifying children and
pets, soothing migraines among others. Also, they are useful in
spread spectrum and watermarking systems and they are also an
essential component in stream and block cryptosystems to obtain
the confusion and diffusion effects in the plaintext.

The implementation of noise generating systems depends on
the mathematical model used. Some reported works which are re-
lated with the design of discrete noise generator can be revised in
[1,2], whereas the works related with the analog noise generators
can be revised in [3].

There are few studies reporting the design of chaotic noise gen-
erators based on the Bernoulli map, most of the works use the lo-
gistic map because it is a function that is obtained from nonlinear
behavior of the transistors. The implementations of noise genera-
tors with piecewise linear maps are reported using the tent map
and Bernoulli map [4–7]; Table 1 shows a comparison of different
alternatives to generate chaotic noise.

In all works reported in Table 1 it can be seen that the bifurca-
tion diagram has a chaotic behavior limited to less than a third of
the total area of plane a vs f(x). On the other hand, this work pro-
poses a noise generator that uses four chaotic maps, which are
topologically conjugated. This feature of the proposed noise
generator circuit allows that three different maps can be obtained
ll rights reserved.
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from a basic Bernoulli map. Additionally, considering that the pro-
posed noise generator uses four chaotic maps, the chaotic behavior
region in the plane a vs f(x) is much larger than when only a cha-
otic map is used. The size of the chaotic region and selection inter-
val of the control parameter in the bifurcation diagram using four
chaotic maps are about four times higher than those obtained with
a single chaotic map.

Besides, looking forward that a noise generator circuit reaches
the desired behavior it must be designed with precision. For this
reason, when an electronic circuit is designed, it is necessary to
establish a model that describes its dynamic behavior, this allows
to find the valid operating regions. But, many of these circuits gen-
erate in fact, pseudorandom numbers instead of truly random
numbers. Within that limitation, the most produced sequences
should pass one or more of the randomness statistical tests (See
NIST Special Publication 800-22 and RFC 4086) [8,9]. The main rea-
sons for using such pseudorandom number generators are its low
cost and easy implementation.

In the same way that the discrete noise signals the analog noise
signals should have randomness and unpredictability conditions.
The randomness condition is related with the statistical distribu-
tion of the output signal in the noise generator, whereas the unpre-
dictability condition is related with the security and production of
the seed.

2. Model and calculation scheme

The chaotic noise generator is a CMOS analog circuit operating
in current mode, which generates chaotic signals using four Ber-
noulli chaotic maps, with topological dependency to each other
and they are randomly or deterministically selected to be applied
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Table 1
The summary of different works related with the noise generation using chaotic maps.

Authors Year Noise Generator
Type

Chaotic Map Relevance

I Campos-Canton et al. 2009 Analog Tent Map Realization of a circuit to implement the tent map
R Vazquez-Medina et al. 2009 Analog Logistic Map Design chaotic analog noise generators using MOS transistors
K Nakadaatal 2007 Analog Bernoulli Map Analog current-mode subthreshold CMOS circuit implementing a

piecewise linear neuromorphic oscillator
VD Juncuetal 2006 Discrete Map based in transistors nonlinearities Two chaotic maps are used in the construction of noise generator
P Dudeketal 2003 Discrete Map based in transistors nonlinearities Two chaotic maps are used in the construction of noise generator
M Eisencraft et al. 2010 Digital Skew Tent Map Calculation of the Power Spectral Density of chaotic orbits

generated by individual skew tent maps
Tommaso Addabbo et al. 2008 Digital Bernoulli Map Evolution of any initial distribution towards a statistical

distribution invariant
Lwaa Faisal Adbudl 2010 Digital Twisted Map Noise generator using twisted map

Fig. 1. Proposed architecture for multiple Bernoulli maps.
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by iterating an initial condition. The Bernoulli map has been exten-
sively studied [10,11] and its model has great mathematical sim-
plicity, which allows its implementation in both software and
hardware. The variants of the Bernoulli map used in this work
are different in their slope and attenuation process, and the initial
condition can be considered as the secret key in the chaotic noise
generation.

The implementation required for chaotic noise generating sys-
tems depends on the mathematical model used. There are models
that use differential equations which require an analog circuit that
operates in continuous time [12,13].Mathematically, the proposed
architecture can be represented by:

xnþ1 ¼

f1ðxnÞ; 0 6 a 6 0:5; / 6 0:5
f2ðxnÞ; 0 6 a 6 0:5; / > 0:5
f3ðxnÞ; 0:5 < a 6 1; / 6 0:5
f4ðxnÞ; 0:5 < a 6 1; / > 0:5

8>>><
>>>:

ð1Þ

where,

f1ðxnÞ ¼ 1� ð1� aÞ½2xn mod1� ð2Þ

f2ðxnÞ ¼ ð1� aÞ½ð1� 2xnÞmod1� ð3Þ

f3ðxnÞ ¼ 1� að2xn mod1Þ ð4Þ

f4ðxnÞ ¼ a½ð1� 2xnÞmod1� ð5Þ

In an equivalent form, the Eq. (1) can be written in the following
way,

xnþ1 ¼
1� jð2xn � SÞ / 6 0:5
jð1� ½2xn � S�Þ / > 0:5

�
ð6Þ

where

j ¼
1� a 0 6 a 6 0:5

a 0:5 < a 6 1

�
ð7Þ

S ¼
0 0 6 xt 6 0:5
1 0:5 < xt 6 1

�
ð8Þ

Based on this mathematical model, the proposed architecture
for multiple Bernoulli maps is shown in Fig. 1. In this noise gener-
ator circuit, the basic Bernoulli map (2x–S) is a common block used
to implement four necessary chaotic maps. The other processing
blocks are subtractions that must be switched to obtain the four
different chaotic Bernoulli maps. The switching elements are acti-
vated or deactivated according to signals m1, m2, k1 and k2. Signals
k1 and k2 are complementary digital signals, that is, when k1 is acti-
vated k2 is deactivated and vice versa. These signals are responsible
of the j value according to Eq. (7); when 0 6 a 6 0.5 k1 is activated
and j = (1–a) and, when 0.5 < a 6 1 k2 is activated and j = a. Sig-
nals m1 and m2 are also complementary digital signals responsible
for controlling the sequence that must be used, which is produced
by the respective map depending on the probability of use of the
maps based on a selection probability /.

When m1 is active the Bernoulli map is multiplied by j, and
then the result is subtracted to 1 according to Eq. (6) if / 6 0.5.
When m2 is active the Bernoulli map is subtracted to 1, and then
the result is multiplied by j according to Eq. (6) if / > 0.5. Signals
k1 and k2 are generated by a comparator circuit, which compares
the value of a with a reference value, if 0 6 a 6 0.5 the comparator
circuit generates a digital signal for the activation of k1 and, if
0.5 < a 6 1 the comparator circuit generates a digital signal for
the activation of k2. Signals m1 and m2 must be generated ran-
domly with a certain probability occurrence. The last block needed
to generate analog signals in discrete time is the delay circuit,
which must take a sample of the signal and hold it while it is
processed.

From Eqs. (6)–(8) it can be observed that the required process-
ing operations are subtraction and multiplication, available in cur-
rent-mode techniques for circuit design. The common processing
block in the system is the original Bernoulli map (2x–S), which
amplifies the input signal by a factor of 2 and then the step func-
tion is subtracted to the amplified signal.

On the other hand, when discrete time models are used, analog
or digital circuits can be implemented [14,15]. In this work, an ana-
log implementation in discrete time and current-mode is shown.
One of the advantages to use current-mode design techniques is
the simplicity with which the addition or subtraction operations
are implemented. In this alternative, Kirchhoff’s current law in a
single node is required in order to perform these operations, and
it makes extensive use of the current mirror circuits. The basic
function of the current mirror is to reflect or create multiple copies
of a signal. However, it is possible to create circuits composed of
several current mirrors able to perform various functions such as
addition, subtraction and multiplication among others. In the de-
sign of the chaotic noise generator proposed it is needed to repli-
cate some signals several times.

Fig. 2 shows the required circuit to generate the Bernoulli map,
where all the transistors of the current mirrors have been designed
to operate in the saturation region for strong inversion. In this cir-
cuit the input signal is amplified using current mirrors with a gain
of 2, formed by transistors M1 to M6. Transistors M3 and M4



Fig. 2. CMOS implementation of Bernoulli map.
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generate an amplified copy of the input signal and loaded by the
half mirror M7. Transistors M5 and M6 generate an amplified copy
of the input signal too, but this time the signal is subtracted from
the bias current Ib, which is produced by M8 and Vb, and loaded by
the half mirror M9.

In the Bernoulli map the output signal Io is 2x, where x is Ii,
for 0 6 x 6 0.5 and (2x–S) for 0.5 < x 6 1. Half mirrors M7 and
M9 provide the signals 2x and (2x–S) respectively, having the
two expected results separated. In order to have only one result,
two switches controlled by the signals S and S’ are added. These
are complementary digital signals. When S’ is active only the
copy of the signal 2x can be copied by others mirrors and, when
Fig. 3. Bifurcation diagram for of each variant, which were obtained
S is active only the copy of the signal (2x–S) can be copied.
Again, only current mirrors and the subtraction are required
for the implementation of the Bernoulli circuit. A 100 kHz sam-
pling frequency is used at the delay block in order to guarantee
the correct functionality of the chaotic noise generator. The cir-
cuit was polarized by Vdd = 3.3 V and Ib = 100lA.
3. Results

Bernoulli map was selected because the stability islands in its
bifurcation diagram and its Lyapunov exponent do not exist.
in independent form: (a) f1(xn), (b) f2(xn), (c) f3(xn) and (d) f4(xn).



Fig. 4. (a) Theoretical bifurcation diagram using MatLabTM simulations. (b) Experimental bifurcation diagram using HSPICETM simulations. (c) Lyapunov Exponent by
proposed chaotic noise generator. (d) Entropy of signals produced by proposed chaotic noise generator.

Fig. 5. Statistical distribution of output signal produced by proposed chaotic noise generator using = 0.001, = 0.7, a = 0.01 and a = 0.85.
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Fig. 3 shows the bifurcations diagrams of each variant, which were
obtained in independent form. It is worth important observe that
each diagram of bifurcation does not have islands of stability with-
in the chaotic regions.

Fig. 4a and b show the theoretical and experimental bifurcation
diagram of the signals produced by proposed chaotic noise gener-
ator: (a) MatLab™ simulations and (b) HSPICE™ simulations. No-
tice that the obtained bifurcation diagram of the proposed
chaotic noise generator has a greater chaotic region, compared
independently with each one of the Bernoulli maps used. In addi-
tion, the obtained bifurcation diagram does not have stability is-
lands. Fig. 4c shows Lyapunov exponent of the signals produced
by proposed chaotic noise generator. This result confirms that
the proposed chaotic noise generator has not stability islands.
Fig. 4d shows the experimental normalized entropy of signals pro-
duced by proposed chaotic noise generator. The results of normal-
ized entropy are congruent with Lyapunov exponent results.

The statistical distribution calculated using Birkhoff’s theorem
[16] was compared with the simulated statistical distribution of
the circuit output signal. Fig. 5 shows the statistical distribution
for different values of a.

4. Conclusions

In summary, the analysis and design of a chaotic noise genera-
tor using statistical mechanic tools are presented. Bernoulli map
was selected because the stability islands in its bifurcation diagram
and its Lyapunov exponent do not exist. The absence of stability is-
lands avoids a periodic behavior in the operation of the circuit. In
this work, the statistical distribution of output signal of circuit de-
signed is shown and it is similar to the uniform distribution. Sim-
plicity of the models and the required processing blocks in the
variants of the Bernoulli map causes that CMOS circuit is easy to
implement in current mode. The results show that it is possible
to define a specific behavior of the circuit, selecting the control
parameter of the Bernoulli map within the chaotic region. In this
way, the control parameter can be used as additional key to the ini-
tial condition in the generation of chaotic noise. The advantage of
this chaotic noise generator is that its control parameter can be se-
lected within an interval greater than the one available when basic
Bernoulli map is used.
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